Q1 What best describes your role in your school district?

Technology
Leader

Application/In

rastructure..

Other (please
specify)

Classroom Tech
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ANSWER CHOICES RESPONSES
Technology Leader 66.67%
Application/Infrastructure Management 21.67%

Other (please specify) 6.67%

Classroom Tech 5.00%



Q2 How would you describe your district’s overall security and privacy

posture?

Mature- We

0,
have a... 7%

Developing -

0,
Administrati... 57%

Basic

23%
Awareness -...

Lacking - Only

. 3%
passing...
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ANSWER CHOICES

Mature— We have a security/privacy program and appropriate resources for securing sensitive data
Developing — Administration leadership is aware of the risks and we are/will be developing a plan

Basic Awareness — Understand the significant risks to sensitive data, but no plans to specifically address

Lacking — Only passing interest in security/privacy, no focus on defining risks

90% 100%

RESPONSES
17%

57%
23%

3%



Q3 Rank the following in order of potential risk to your district’s data.

Phishing

Poor data
management

External
hackers

Internal bad

actors...
Weak access
controls
Software
vendor...
V] 1 2 3 4 5 6 7 8 9 10
1 2 3 4 5 6 SCORE
Phishing 55.00%  23.33% 6.67% 1.67% 6.67% 6.67%
4. 98
Poor data management 16.67%  20.00% 15.00% 16.67% 23.33% 8.33%
3.65
External hackers 10.00% 20.00% 16.67% 13.33% 16.67% 23.33%
323
Internal bad actors (malicious employees/students) 5.00% 18.33% 23.33% 13.33% 1833% 21.67%
3.13
Weak access controls 3.33% 8.33% 25.00% 31.67% 15.00% 16.67%
3.03
Software vendor visibility/accountability 10.00% 10.00% 13.33% 23.33% 20.00% 23.33%

2.97



Q4 What counter measures have been implemented to manage cyber
risk? (choose all)

Internet
D80
blacklisting... g8%

Endpoint

0,
protection... 88%

Network access

0,
control 70%

Role based

68%
access control

Security

scanning and... 52%

User security

0,
training and... 48%

Security event
Encryption of 42%

sensitive data

Data .
governance... _ i
0S hardening 330t

guidelines o

2-factor

0,
authentication 18%
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ANSWER CHOICES RESPONSES
Internet blacklisting/filtering 93%
Endpoint protection (malware detection/prevention) 88%
Network access control 70%
Role based access control 68%
Security scanning and vulnerability detection 52%
User security training and awareness programs 48%
Security event monitoring and incident response 45%
Encryption of sensitive data 42%
Data governance processes 33%
OS hardening guidelines 33%

2-factor authentication 18%



Q5 What do you believe is your district’s biggest obstacle in managing

cyber risk?
No clearly
dEfi"ed plan"‘ _ 329’“
Perception 209
that “it can... o
Inability to
define the... 18%
Lack of
understandin... - 17%

Unclear

0
responsibili... 13%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

ANSWER CHOICES RESPONSES
No clearly defined plan to manage cyber risk 32%
Perception that “it can’t happen here” 20%
Inability to define the risks to our district 18%
Lack of understanding / commitment from leadership or board 17%

Unclear responsibility for who owns security in our district 13%



